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(54) MPLS PACKET PROCESSING METHOD AND MPLS PACKET PROCESSOR 

(57)Abstract: 

PROBLEM TO BE SOLVED: To provide an MPLS packet processing 
method that can support an MPLS security function even in the 
case that one node supports an IP encapsulation or a plurality of 
VPNs realized by an LSP of the MPLS. 

SOLUTION: A label switch path is set between two nodes that 
support a label switch, either of the two nodes encrypts a packet 
and uses the label switch path to transmit an encrypted packet, the 
other decodes the encrypted packet received on the label switch 
path in this encrypted packet processing method adopting a multi- 
protocol label switch(MPLS), where information relating to packet 
security association is used for the label of the MPLS to transmit 
packets. 
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h ajuzm^x smmz&fe-tz ts« 2 . 

[00543 V&mtZtlh^ir -y htf I -y hX'fo 

2.%&(3{4. SA7 ^U* 4 AfL ^ fL-l» 9 ^ A ^ y 9 X 

yh'JI'cT) ^ -y ^ <r>mk<r>^y h v x-hh z k 
ZTjk-ryj? (syy?) **yt,z-?&. 

[00553 Bf#-ft,$ tlh^dr v WMPL SCO^^U 
-fb^'^'y hT*4*&fc:tt. SA7^;WAit^>ix?»7 

^I'X ^ -y i?X V b y 4><^ S 7 =7 7* * 7 h . 

[00 56 3 VPNhy^;WSrsiEixl>/^-y h£ 
Bff-<bL=5rV^^tc{4 > S A7^W?r-p{t=5rv> ± 3 fcrT 
I), Bfrt-fbSit^VM P^7h^VPNhy^5:S 

^77i>b'J<0S75myK:«, Bf^-^ix^ 
V^^Hb^'^-y h#*VPN Yy ^JVk^jxh^iZ 
(i, h>'^/PaiP7'<;KC«-f-5)7'<^l^X^'y^xyh 

yc7)S7 7^*^7^^.2>. 

[00 57 3 ZCOk acW^Wv^xyhy^ 
^•r-g)*^ dco^^/WaSA^^Tii^rVi. Lfcj^ 
o-C. h>"^tilP7<;K7)^c07<^t LT, SA7 
s<JUtf<2>i§r£k. i!t(7)7^>f -yf-CfefflSil* 
7^ (^dr-y hmmy^./l-) Ztl 
h Sr mMth'JS^h h. Z Z. TM i X'& S A 

[0 0 58 3 VPNhV*;l^JiJOffl!|/L-— ^T'ii, VP 
N h>*/^^^ -y h SrSftt"-i> t » h 

ajP9"^P*d?«yr^-*. tf-yy'Ltt&Zktf. i py^ 

•y hf$>il(f , -b^TA Uf ^'J 6D(C;>IC0 I P/^ 

•y hi^Tirsrcfti^a^iHBrri. sbm^tut' 
*<iara*<oi p^KJI2r : ?fv^, &mim±ztix^tL 

[00 59 3 ^7rL/;MI, ^co^^PX^-y^xy 

)\sX°fohfrk'ofr<VP\'fc*'fTO. t,U SA7^;PT1i 
^<y^«y M6iX5^T*<lHr. 7^HI-7C{:^^ 

v\ «KiMnr^T-j)ii(f. yovx-i 'y^yyizz&im. 
& itr -/hi: wvmatztoM i . WMiam tft 

[0060] vm*mMX'/*'rv h<7m^4t*Tio®ii 
C(i, SA7</Mifc:-?-yf--fSSA£&5EU V-yf- 
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XlS^-iti'tro . 

[0061] tsHHaasa, sa5^Wotv^5 

ilLtz^tr-v h£ I P^-y hi: 
/Mt^y" -y b i: t -CteiMf -i> . 

[ o o 6 2 ] . VPN17 t m^tm&iz 
mt-m^zhh&m^K . wi«<r>m$sX'$>~>xi>£ 

•y hV-?4v?-7 *-Xi&^tz^Wm%sk L 
TVPNi'yy>-^i*7 hV— fi-ftLX&WiLX 
\,^XhX\\ ttz. Cicot^lcli, B&^-^IHSSi: VP 

[0063] ut-^ggBii, «StwBf^^aro-fe •y-f 

5aSSrli K) fifth Z\ t l>z X 9 fft^Ma^ft^SjSr^-o 

•y^fflfB5:#HiLT^^-y hi: SAcov-yfy^^^ 
[ 0 0 6 4 3 BIT. iaffiSr#MLT*^9J^Sfe^ffiSr 

[00 65 J (S&lHSfc^fll) H2£. lotf>y-F# 
I P 7> y-WWfc ( » l ^a*-^ ) T 1 oELLtf) v P N 
£fi§H-&*§^0*-y hV— J&£7jrf . domic 
fcwtji, E 1 -E2mcOVP^SiWM^tLt^'>--/ h 
(i I PXT-kMtZti. 955fe I PTHW^tcJ: OfWt 

[ 0 0 6 6 ) h 3 iz^mmmcoirsMz x sflwiara 

£ fi 1 a V P N ffl £ ^rT . 

[00 67] m3lZt3^X. El, E2(iVPNX 7 y 
^-^ ( Bf -SHfc/l^- ? ) . Rl, R2«VPNt-( bl*l 
<05'<;W'f7fX7y/t~^ (Rl, R2tiS3r!>V 
PNt-fhtJIti), SP1, SP2ima'Jf< 
70-t SW{45^UA-f •yf-T**. ^MM&M 
-b^a'jf •f7 , 0-fe7tSP 1 , SP2i, VP 
NI 7 y^El, E 2 3&«»!l»Hfc* 1 T *5 0 . *>0 

Ztitzli.J'OVXJ ■yf-SWlcJ; «5SSttS*i"CV^«^ 

fcjjcf. PI, P 2liR2*tatSVPNt-f hrtt# 
[00 68] RljW5MW4VPNiM hrt^BI 

*S*i=firv»*A hj&^&fiSiTTiJSftT Ki^#P 1 

•7 -yi-f&M? 7 b (L3-PDU) §■ R 1 jWMM"* 
( 1 ) . 

[00 69] R 1 TJi. P 1 fc*tLTfcb7J7<A'= a 1 
1 £»| 9 STT^S MH^? Mctij7J7< 



;P=a 1 1 ^^^x ^ 7 ?xy MJ $/7 ya LT E 
(2) . 

[0070] El li;w^7 h fcWI-t* . El? 
(i, A7J5^=a 1 1 IZttmLXftjjy^MZy'^Jl' 

a 1 2£§iJ9i"CTi5 9, J**? hi S 

^=s lSrfflv>TBf^-fb-r-?>J:^fciSg§tLTV^i:-r 
I.. I^t^Elti. gffi^*y--y h^aJ737 / <.^=a 1 
2c07^^7;xyMli&77yaL, ftKSA-? 
<;l^=s l^^^X^-y^xyhDSrT-yi'iLT^ 
7fSW^iUt^a'Jf^7nt7tS 

P 1 CTjUI. . 

[007 1 ] 7^X-f7fSWIi, A7JSA5 / <.^= 
sU, -imX'hiX\f^^"/hCD^2mm%TYVX^ 
mmLX^-ir y h^7</W>f yf*>^*tfV\ SP 1 

iz^-r-v v zmm-h ( 2 ) , ( 3 ) . 

[0072] SPlliSA7<;l-sl^77L, si 
(CfcfJE-f & SA^ffl^&fWbT/l^UXA. HSrffi 
V>Ty^>y hSrBf^-fkLT. Wt/SA5^s 1 £r-y 
^.xLTSWjiEtaT'E lfciUfrrS (4) . Cl<7ji:£. 

&>Oi/—?>xm*§r (Seq. Num. ) s fcitf, i%M.C0tz 
^tfOtffg (Auth. ) imuLXhX^. 
[00 73] Elii, ^iSLtz^'ir ••/ hCOS A y^Vi 
&m-?£Z\bl,z£ 0 h^^/PWajPOVPNX-y^— 
*E2£»4. EltfcUT, E 2 fcatf* h 
P(iE2T-J)i.7 , "wi6. E2C0I PTHU-XS: 1 P^-y^ 
^^blPTVUMzXix. SA7^l-=s lSrL3_ 
PDU(C^r-feU>'y'LT^>'^-^--y hffl 1 3 (CiUff 
(5) . 

[00 74] -fy^-*7 h 1 3(i^<7)/N°7--y h^^f 
-t-l.. Sft^^-y hOI P^y^CD^Th 

£M.X +«Wa**ff -y h «E 2 
fiSfl^ ( 6) . 

[0075] E 2 liiWty" -y h i: , SEiS-'t 

^•yh<?Di P^-v-TiMX. XMvyy'tJVXf SA 

7^=s 1 £#B3LT. ^^X^f -yf-SW^T-fe 

jl i> -r rn-fe -y-9- s p 1 7 b zmm-t h 

(7) , (8) . 

[ 0 0 7 6 ] SP niSA^;Us 1 Srtf-yTU si 

V^^-y hS-g-f-LT. «^^^>y h<05feHO5 
KlVX? y 7xy h U 4 J 05'<.;Hi= a 1 3 Sr#MLT 
SWgttE 2 ( 9 ) „ 

[0077] E2liCW^7 h S-^ftt-l. t , Sft^^ 

•y tL/S y<)UX 9 7?X>h ij 4><7)A^ a 
1 2 t(i . ttiTJ 7 ^ffl= a 1 3 ^*fJ£ L>t t "f & k v 
E 2{i:yN"7- -y Hctt}3J7<;HI= a 1 3^|jg$il«yt 
7 7 h 7<y^^ 7 ? xy h 'J s77 y a Lt , R2£ 



mm-& (io). 

[0078] R 2 JJSfl'^ ? h^5feH5^U^^ 'y ? 
xyb'JOLab e 1 =a 1 3Sr^*y7°L. f#£>ilft I 
P-/<$-*y b&attO I Ptei*T"*M hrt<^[l^$ii3:^ 

[00793 m 2mmm) iaT*c*«w«W2Htii 

JEflBfcRW*. »2WtWttTtt. MPLS^LSP 

KiOVPNh>*;w*I^L3fe*&to«yi*5e (IB 2 

[00801 H4KMPLS *fflV^Bf#^b«ffl^ff 3 
VPN^-p!IS:Sto 

[ 0 0 8 1 ] ES4fc:*$tvC. El, E2iiVPNX 7 y 
)V-9 (Bf^ffc/L™^) . Rl, R2iiVPNlMM*I 
OJ^'f 'yf-x-yi^l*— ? (Rl . R2{iS2:SV 
PNt^f FfcrJBW-*) . A(i7oAM^7b7-7rt 
SP1, SP2l±-b^rAU7^-r 7ot7t, S 
WJi 5 -f -y f-T* & o *HJSJB«T{i . -fe ^ j. y 

PI, P2{iR2**JSf 4VPNf 

[0082] RlAWHtfiVPNt-f h^J^H 

v-y^-f&^^y h£Rl#*Sfrr& (Do 
[0083] R 1 Ttis P 1 Kr»LTffi*9^= a 1 
1 fctPIOS'CTV^fc-rifc. Sfi^^^y h^tiJ^5< 

l (2) o <r<?>t#. sy*y7\**v\iZ^ 

[0084] E 1 li^^^7 h£rSf§*f~£>* Elf 
7</Ua 1 2£iiJ9^TT;B9. ^7bfcS 

= al2^;^^7^xyb'J5:77yaL, <Xfc 
SA7^=s 1 (7)7^/^^ 7 h 'J 5r7 7 y jl 
LX^^JVX^t 7f SWJMAU^^Uf O'n-fe 

[0 085] 9*^X4 7fSWil A?JSA7^= 
sit. ^ST"J)il«V^>y Ftf>L2SMl7cTFl'Xk 
#aBLT^.y F^g^rtoM yfy/SrffV^ S P 1 
K^-y (2) , (3) o 

[0086] SPl(iSA7^slS:^77L, si 

WC;\'^y FSrffi-^ffcl/C. WtfSA5<;Us l$r7 e 7 
5/jLLTSWa4TE 1 tiifi-T-g) (4) . 

ZbCDis—lryX^ (Seq. Num. ) , J;t>\ BE*)*: 

«><Dffif?S (Auth. ) *ftJPLTfcJ:v\ 



) ^12001-7849 (P2001-7 8© 

[0087] Elli SftL^y->yFOSA5^2r 

mkth zblziVb y*;u<affl pov pnx 7 ^vu- 

?E 2 ElHfci»t, E2C»t?)Fy^ 

ajP^^^blfc-r&i:. E l(iSft^ c v-^y h^tB^I 
b 1 y^x^b »J Sr7° 7yilt 

roAM^*7 Fv-^AtiUfrrs (5) . 

[0088] AUiw^v F£gfrri>. 

b2*W0 3rTV^4:-r4i:. AJigfI;\ c y- >y FcDA 

^ 7 h U (:X7 77LT E 2 CSflt I) (6) o 
[0089] E2J2C:<7VN o y*y FSrSfTf 6 fc . Sfl^ 
y->y h^H^7^^7?xyM; S^yT^I), 
SA7^=s l£r#{&LT. 5^1^X>f *yf-S 
wfSST-fe^jLy-r-f ro-fe-y-9-SP lfc:;\-^y h*m 

m~?& (7) , ( 8 ) o 

[0 090] SPlliSA7^s 1S:jK77U s 1 

t»iB^*sA3WS6ffl-r5Bi#ftr;u=fyxA. n^ffl 

VvcWr-y FS:«^LT. Q&fcWlrv Fc?)5fcSS<0^ 

<;u^7^xyby^7^f=a l 3 Sr#saLT 
SWgitE 1 «*flf & ( 9 ) . 
[009 1 ] E2{A£WWr.y Ffcgfr^&i:. Sft^° 
y-*y h^Jfeil7^^^ 7 ^xy h U 5:^7 7°fl», sK 

vy%titz7 j <Ji'A? 7^xyby^A*7<;Ha 

1 2 ttts ^7^/H= a 1 3 ^j£L^ !: h , 
E2ljy^7 M3ffi#7</HI=a 1 3***&}eSil6'* 
7 h 7^;l/X^ 7 ^xy h y J 7°7 y a LT , R2K 

i^frrs do). 

[0092] R2li&m;Vr* y he&cMJ^frAf 
x^-FySr^yTU tfioilTt I P^»y hSrii*coi 

(11). 

[0093] ( m 3 mmm ) vxr^wmm 3 mm 
ffim*m*Rth. 12 5 ±i e l 1 p * *y f 7 - ? t m 

PLS*7b7-?A J ISU 1-^)/- f**i p*r 
-fe;Wfc&t/\ MPLS<0LSPTVPN£«»t4*& 
CO^-y h7-?OM^t. 05(C±5V^TtS. El- 
E 2 R3<?) V P N KiM $ ix S 7 \°^r v h (i I p ^ ; Wfc 

ttz. El-E3BWPN?:feS$i^)A77h 
liMPLS ?K))sWmn$tL, MPLS J: 0 * 

[00 94] El(C*JV^Ttt. I P%7°*z)ViUzZ.hV 
PNkMPLSOLSPtJ;5VPNS:t^btSf6f 

SISii&VPNh^/Hc.fcO. ±150 2^^3^ 
[0 0 9 5] 12614. <rc02o^^I^^V^ii*^ 



Wt r F v x t i iP N e tr v F im & 2 ti h v p n tfi i p 

^7 e -tr;HWriOIIJa$iX§^*V MPLSOLSPfc 

F t F#W~ hThVP Ncoa^Sr^^JE 

[0097]Xf 7/S1 CDWrk: J: OSfl^ -y hifi 

i\Z> V P N F y */l^M ^2r¥iJtSf 
U MPLST'J)4^:(Uf 77S 2^^7 
fl^a (MPLS7^;MtA^7b) SrffVV MPLS 
T^rV^iS^-(C(i^T*vTS3 <7V\°^y Fgfl*KI ( I P 

[0098] (SMUJfe^) JST*^#9!^4»* 

[0 0 9 9] gm^vh^vyZH^ H^7'nb3 
iHf^Pr, Htipcof&tT FlsXZDt-t h (^T7 
7S10) ♦ #O.X^y7 0 S 1 lT'D^gy-FT 

(*T*y 7°S1 4) Jrffio D#g7- FT 
F 1/ A^-o - S LT v ^ ^Cli^^Xf 7 7° S 1 
2 TP r #*E S P * tz \i A H T* h fc* o frtrP. M L . 
t> U Pr^E S P 4fcttAHOlv^^fc**Wf« 
i^Z^MMMl (^T77S14) Srfi^. Pr#* 

e s p itzizAH^-ftifrTfoixis. im^&m^M 

$mi (Xf77*S 1 3) Srfro. 

[oioo] as k^^h&ov p nx 7 

A\ M P L S<^^;Hb^ -y F 5r^ff 
£ IK 0 J & fctf) <7) ^ o — f- * — F £ Trrf ♦ 

[oioi] i-f^^^rs 2 o-cvSfi^^ b*>* 

II^^/^^^^^^FU^^^m^L i i: U 

l i ^^is-ri>vPNrt^N o ^^ h$&mzmmzti&iti 

[0102] ^^f7/s 2 1 Tli. 3fcslc7)7<;!^ 

^7;x>hyj#77 e L, *Tv7°L7t5^X^ *y? 

xy F U $><Vy^M&* sliU tfv 7WV^ *y F 

JPttSo &£).XT"y7 0 S 2 2CiD^TLo=Nu 1 
1^3*>£¥#ffU & L> Lo^Nu 1 lT^rWl 

«\ f^arr^8f^wa2 (xt77°s2 6) s^tv^l 

*l£*$7^l>o *>U Lo^Nul 1 T'&iltf, ^T7 
7S23tsl = Nu 1 1 *>fc*?*>£¥ffiTU s 1 **N 
ul 1 T^(tiitfmai^«^W12 (Af77S2 
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5) *ff-5"C«ffl*j»7L. s l#Nu 1 lTJMUTP 
liIPA7 7K'3)l>^ Xf >y7'S2 4-CP£fflS 

[0103] H9Ki|^i^l^Ba&R»f4fcft 
<7)70— F 

[0 104] Sft'^y h^o-KtPkL 
UfyrS3 0) . &c7)J*7^y7°S3 ltWI^y 
F03S&T KWDCJtti Fy^/WffiP^-^^TF 

7x-XTF^SrE 1 t-TSo »ItXf 77S3 2T' 

^ffy \° $r >y F <7)^ >y ^ H h7 7 

SfcU i^SK^SHr^fAUx-fJKU^-SrPok 
[0 10 5] »:c0^^rS3 4"CPofcT^^ftS-fe 

iltf, P' : =PfcL (Xf7rS35) . P' SrJSit 

r vuxe 2. i^ft7cr hi/xe icoi pjvtv hizx 

[0 106] — X^»yrS3 4WflBr(wfeV^T-fe^ 

J&aSr^T-r^ (XT77S3 3) . — P o CTS 
^ix^-t^ iijf^'J ^-^H&^bT'fcixtf. Xf7 
7 6 S3 6tS(:Sfl)H:^^ , Jf^7 0 nb3;P5:Prh 
-TSfcfcttC, A : = (S, E2. Pr ) tU $^7, 
f77S3 7T'A^lfflfl,SP I Sri ii^T^o 
T77'S3 8t, P*. AlZtft&V&lrftTJl'ZfVXJ* 
&tXf&Zm\>*XWHkL. Bf#^ttfc^ c ^vFSr 
P' ^f77S3 9tP' SrSflKfeTK^XE 

2. iMflTCT Fl/XE KOI P^N°^r»y F^T-feMtL 

[01073010 tfs^-iffl^aa 1 cotmzw*Rthtz 

^c7)7n— f-^— FSr^-To ^"f Xf 77*S4 0T% g 
fl^^^y FcO^n-FSrPi: L. Sft^^y F03S5fc 

r F^Dtcifrs F>-^;PttSP;i— ^^r ku^StE 

2. P^-TI>-fe^j2.UT->f7 0 n F^^SrP r t-fl). 
^Xf7 7S4 1tlt P^nSPUK A: 

= (i ( .E2, Pr), itfmm^h^i-v^riyv 

^7f (SP) <?>m*jr$:Mb~ti>. 
[0108]^f77 9 S42T\ PSrACtftift 
^tT;P^ U XAfc J: V ^T#^-Mc7) S P tii^- 

ffl^b(c^Brffi(i\ K^tcP' (^t^7°S4 

[0 109] -?%h*h. Xf77 , S44Kl^IK» 
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[01 10] <XI>ZX7--yy°S 4 5fcjtA,TS t S ' 

L, S fc S ' #-gc L 3r 4 fcli P o jBWWtr 4 v > 
tt*>lcP' SrlESt (XT77S4 6) LXm 

sfcirr*-*. ^atftk^ta. p' £&a/i/-* 
[oi i UEi ic, w$smm2<7)PtM£ffl9i?& 

[0 1 12] ^f^f'/7S 5 Of, ATJ^^L i 

<7)Xf 7 7S5 1 TL i K^h^'yftStJfi'Jf 

tS-fe^fi'Jf -f ^f'J^-SrP ok-tl>. iXfcXx -y 7* 
S 5 3 TP oiZX^ti^^ a 'Jf ^ *'J S"-J&9tft 

^Hfc, g§*, ■M-fl:<o^nT**A»* J pj»rL. -fe^iU 

T^tfUS'-^Mt^TJMUr, P' :=PkL(* 
T7rS54) , 7rS5 9fcpTLTP' ics 1 
£7*y is 2.LX9&LT Vis 2(0 1 P^-y MC#7° 
-tr/MfcLTiMftU ^a$-^T-ri.<, 
[0 1 13] — 3u ^T77S 5 3tfe^TPott§ 

^ix^-t^aU^-f^y^— **IHET**lfcr, P?rtt^ 
KggSI (Xf 77S5 2) LXtSmZfeT-th. — "fi- 
X7- -/ 7°S 5 3 fcr&Wt P o iZX^tlh^^ 'J T 4 
tK'J v— jWflHWfcTfciUf. XT77S 5 5 TS 
S^i'JfO'Dhn/^PrtL. A: = (S, E 
2 , Pr)iL &<7)*T- -y 7* S 5 6tAA«ffifflt4 S 
P I 5Ws 1 k"f £<, 

[01 14] mz „ P CD^taRcO^^^. * -/ 93-"s V V 
(7)7</HlSrLo k 1 (Xf 77S57) , iX^fv 
7*S58TP£A K*t-f £ Bf^kT/l-^ U X Ais J: tfgt 
^V->TBf^-ftt. Bf^-ft$iX^N°7--y hS:P' kf 
h. i)(Wf77S5 9tP' tcs lJ77yaU. 
955feTH^E2. mii7tr¥UXElcr>l P^7 7 h 

[0 1 1 5] HI 2fc«^^2<3Bffl£BMfr$-*rt: 

[01 16] ^f^f77S 6 0T, 7^A-ffis 1 tw*f 
ta7Dh3;H.D^Prtn. mzXy- v 7 S 6 1 
T, P r *«-fedf a U -r -f 7*o h aiVZWih LX^&frZ 

[0117] P' : = Pk L (Xf77"S6 6 ) , P' 

(Xf77S67) . &(CXx-y7°S6 8TPo#WBf 
■<WfcT* 4 A 1 if ^^flffil. Po m&tftVctt MX 

wr, m-hizp- zmm (x-f -y7-s7 1 > ltj&s^h 



7"t* . * o T& Wltf -y 7° S 6 9 fUjI/lT, s 1 
# 9 -v 9 (DW&OX- yhV cOyOlsX'S) h *» k* 

3#>£f-x-y7-f6. Z Z TY E S T'&ftfcf Xf 77*S 
7 3K3ILCT. P' £a&<01 P!tKMfcJ:9&^ia;^-;y• 
(;:JMfiL (M&i'-***gA'-*T&ilt2'Pc7>I P's-y 

:T£sx o »wcBfj£tf)±ffin -vrru 7-- >- a yizm 

■f) . tiT&imtfs Xf77S2CIU'Li^L 

[0 1 1 8] — ;S\ X-r-y 7°S6 1 tCfcWC P r #-fe4f 
-x'J-f-f 7ob3^^LTV^Il Xf7 7S6 21Z 
3*X,TP£ s 1 t=*tr & ifftitTlV 'J X A J; £ 

jBwctwwbu sf^§^A77f jp' k^-ft. 

[0 119]Xf77S 6 3Tft94ttzjfittLfeft»£3 
i^WL. a-"Wtfc:i»cJIWUf, it*.(cP' &0BR 

Uf77S71) LTJaaSr^T-ri.. -?"3T"4tm 
{f s Xf7 7S6 4fciW, s 1 fcitrs-fedf jl'Jx 

xhv.yf-ri.-t:l/^^S:S' k"T4. StcM-f 

a y -f ^y ^-Sr P o k . 
[0 1 2 0 ] <?:(CXx 7/S6 5i,zmA,X\ S=S' ^ 
oPo*«Bf^t;TS>S*>kaA»S:¥i||lrL, IU St 
S ' *<-ScL*v^i7t{4P otfftJHtrfrvtitd-ic 
(i, 1£*>(CP' SrlKSI (Xf77S 1 ) LXim*i&T 
-f&.Zo X^^lZliXr- >y 7*S 6 9 fc^T, s 
1 tf^^VX 9-/9 <r>mkcr>x.y h >J co^^T-J) ■& 
t'3i^fi7^L. * -5 TS>ix(i'Xx y T S 7 3 tc3t 
A,X\ P' Sra^OI PfeiMtcj: Oi^S/U-^tCiMfrr 

s v&wi—rwwv— 9X'hti\iP<r>\ p^-y^s-ix 

7 o (c^T-P ' <r>%M : y'<)Vi Lit: L-T . l i tc^f 

S72T, L i SrLolcS^&i.. P' SrLot*f-T4 
[ 0 1 2 1 ] 111 3 fcr^afc}glBTfflV^ii.S-fedf-jL U 

[0 1 2 2] 01 3£*3tvn4. h>^;P!±JP<7)VPN 
X -y ?**E 2 T*>-2> J: 3 4 V P N h y*)l>$:m^ 

[0 1 23 3 ttz. hV^;UHJP^VPNXy^-^ 
* 1 E2TS>4<ta ; 5r^"7--y h<7)3*>. ^ e 7"-y hOjMftjc 
7KUXi«Hl lTS>-l»J;p : 5r/N 0 7--y Mi, ^i'Jf 
O'ohnMSP. Bf^-fb7;U^yXAAl s UK 1 

2X'fo& J:3^^7 b{4, -bdf a'Jf -<7*nhrj;UE 
2, Bf^ftT^UXAA2, ISK2^fflV^TBf^'fb$ 
il, ^'7" y H^iMfi7c7Hl/7.^H 1 1 , H 1 2^h<=0 

[0124] HI 4 lZ&mii&&mi£i5tt& V P N h V* 
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[0 1 25] HI 4tC*JV^T, by^PDU(IPv 

4) {iVPNby^±^fejM$ix-& I Pv4^^7h 

er-g-tf U^ J r2^-y^'l^T»PDU-e^> 0. hH-^P 

D U ( I P 6 4 ) tiVPN>>-*/U±£tKji£;fxft I P 

v h^*tfl^-<-\'2 y N.-y^T<^PDU-C'J) 
ft. [ A ] ti AA^B&nJfgT'ifb %>Z.b t:7jk L . 

{ a I I B } liA , B»vvfix£>i-?£iiIiR-tft.ri:£: 

Tfct. {A | | B I I C) {±A, B, Cc7)Wfixa>lo 

[0 1 26] HI 5tC, 07#>£>H1 2fc^-f7n— f- 
-V- b ^IlS-H^-T-i) J- K<07n >y 7m*7Kt . 
[0127] 7- Wi. -y h A7JSP 201. IP/ 
MPLSM/I»f»202, US-Y?W-vh9m 
U2 0 0 . BS^ftSSP 2 0 6 . ffi-^-^OS^ 2 03. -t^f 
i'Jf-ff-^-^ (SD) 2 04. Bt*flsH-fe**' 
U^^dcyS^— »)Hi2 0 5. I P/MPLS^vh 
7*7— T 4 >-?*#!UiSP2 0 8. y^-y htU^2 0 
9 . URI-fe * x 'J -f -f df 'J v-^SP 2 0 7Hi 
j££ftft. 

[0 128] y-HJi. n*'? bA73SP2 0 1*^^^ 
•y h SrSfl-T S t . I P/MP L S's.y ?ffitfM2 0 2 
fcTC. y^-y bOL2^-y^OffifS$-fflV>T. Sfl^ 
•y >#I Py^-y h^MPLSco^^/Hty^-y b* 5 5r 

o . 

[0 1 293 i>L. S^^7b#i/-P?aw^7 

i t seqsiimtif . mafias 203 tcT«-9*rasfT 

[0 1 30] «#*!UIg82 0 3T{i, SD204£&5g 
t. MPLSOSA^^HIt^vftSxyM;^ 

tc . a-^fkfli-fe # a y x -f df y ^-^sp 2 0 7 k*$ v •> 

MPLSM^L SD2 0 4<?DP«1^i:*»^»'^ > y h£ 
7 * V - K-BIfg* 1 1' 7 friftm L . 'BrtgT-fcn.ttf . I P 
/MPLS^ 7 h7*7-f-( >^agl5208{CT 
tiiTM -7.£&#>. y^-y hfcb^952 0 9^ 

£> I Pn-tr-v bttziiMPhS^-y hZttilrtZ. 
[0131] —75". Sfl^-y — H3SW?^«y 

D2 04<?)8$i£?o. fcU Sfi^-y^ffifS^-xf- 
-fftiaSrSDxvby **flr IWt&i? -y V SrlBfrf 



[0132] ■*$:;fo^, ^ y h ^Bff-ffc-Tft^*^ 
Wxtf . IP/MPLS7* V— r -f y^'JfliS^ 2 0 8 
ICT I P^-y*"i7tJiMPLS^v:^li$S#^ft7H 
y?-7x-X&#W6. MMj«2 0 9frt>'*1r 

•yh&i&J-th. — 7j. ^ v hSrBf^-ft-f fti£g#J> 
ilHf . flHM!J&a$2 0 6 fcfclvC . Stl^ -y US'? >y 
f - Lfc S D 2 0 4 COJL V Y 0 tZT tl ft Bfrfiffcr^ 

I P/MPLS7*7-T4y^t!yi9S2 0 8t;:TI P 
^. yyttzl,tMPLS^.'yy<7M^t^tiitl^ >?-y 
x-^Sri^a6. /^*y YttiJl&2 0 9frt>J^ -y h Srtfj 

TJfft. 

[0133] ( » 5 HSfe^JS ) JSIT(C*|WI«» 5 
^®S:IKHJ-rft. 01 6fc*HM^«T-fflV^itftBi-^ 

7* o -fe -y -9" Sr y - H £EK L J^O^ \- h" 

[0 1 34] HI 6^*JV»r. Bf-f-SOSy-Hfi. 7>-f 
•yf-353 0 0. *'yh7-?-f^-7x-XS30 

i. ftmm-<y?- 7x-x«P3 0 3*5«j:y r . 

(CPU+Mem) 3 0 2*^«fiS;$ilft . 'Srfc. 
X-f -y^3 0 O&m^hfrh*) t. rtg5^°7>2rfflv>ft 

7JB. l*|gPia§l-r>-^-7x-xSPi3 < }:tX. +*35!!.S^ 

[0 1 353 #^-y b7-^W^^-7x-XS53 0 1 
(i-fe^AyTM r-^^-X ( SD) i3 < kt/7*7-7 ; 

■< vyf—yjv (fw) Sr^o. ft/i, ^nu9m^> 

^-7x-XgP3 0 3(i. «a 'Jf< ro-b y-y-SB 

(SP) teXxfyxv-TJ v7*r—y*)V ( fw) 

4"^5a^gP3 0 2(i. gy-F5acoi py^-y b<0 
d-h^ a— K**I POPDUf^V^CO ( I P - i n 
-I PT'Sr^fctf)) tcStrftffiSfcJ:^ FW, SD, 

SP^fl&ff^ 

[0 1 363 y— KJi. ^'/b^7 V? 
-7x-7>gP3 0 l3&»4>«lLfc*^(=«, ^"f. gff 
ys*7">y f<0 I P'vy/iWiMPLS'<v7^ffiS*^ 

y^-y N^iy-F^ira^s-iffl^. — scuiv^- 

[0 1 373 *»h7-?-f^-7x-A«3 
0 1 fl<97 *7— r-f ^/f-7*^ ( FW) Sr#Bf,tT 

h^/pajps-^tft. ^z'jf^f-^ 

-X (SD) Sr#PIL. /N°7--y h^U-C-fedfxyx-f 

jagsrtT^^v^-^tcti. x-f -y rtm&x- h ywm 

ft. ^*7--y htC»L.T«Wft«UltfT9*&tti» SA 

7^;k ±3«tu ! *3!5a-r / <^rta5»5 ; sw>-^-7x-xgi5 

3 0 35r^5£L^m. ^7" y Kchy*;HBP5-^/K 

SA5^ (Bf-f-ftO^W^rtWiNu 1 

ftft) . OHIICr-yv-xL^. ^il§rX-f -yf-gPSO 
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cam-*-*. 

-XSPSrifeTf&o SA?^Nu 1 1 

ti\Wr >y h Sr S P -CBS^tJOaf*. X 4 *y f-gfl 3 0 0 

[0139]-*, 7-WA^7bS:*7b7-?^ 

[0140] o— H^lfiTD h 3^ W ^ 

y^-y bT'fefltf . ytjrnf h£*$#m&3 0 2K52lfI 
U *3T&Wlfcf. -tr^xU^x-:^-* (S 

d) &#bbu sA^fcit/M-a^&rtSBffla^ >- 

o- h\ SA7 (Sfl'^ 7 b^'SA 7</i-£ 

J*fc=S:(1tLtfNULLtti:=5r4) Sr. X^yfS3 0 0 
SroiLT^L^rt^a-f >-*-7x-xSB3 0 3C 
itHTTS, fl8»&34 S/*-7x-*»3 0 3T(i* 

*>*>r n— h* ( = BfrSHbWtf) P D u ) 05feslgp(c#ffi-r 

& BS -^L 19 tfy \ # ^*y h ^y ^<?Mf $8 £ fc liM P L S ^ -/ 
?<ttn*7t\Zftti#m4 >?-7*.-*&3 031^10 

*7h7-M >^-7x--xgf£&5gU x-Tyf-gfl 
3 0 0 SrilLTHi^^y b7-^^y^-7x-7j(: 

[0141] (&6£Sfc7g!B) OTtt»S6MS 

[0 1 4 2] HI 7tCfclvT. Bfr^Bay-Kti. *4 
1. fcil^ +*#!SSB (CPU + Mem) 4 0 2K 



-7x-X403^LT, 4—9-*? h4 04±(C>f 

■fevif (SP) 4 0 6Cft«$it-4. 
[0143] 4— 9\X4 -yf-4 0 5fcL 7^;kX-f «yf- 

*xU-f4rn-fe>y1f (SP) 4 0 6fc:iM£ixS;^y 

*4 *y^-4 0 50MAC7 YUAbftb. 
[ 0 1 4 4 ] #*>y b*7— 74 y^— 7i- 0 1 

im^U x -f r— 7^— * ( SD) tsuicy*?—? 
4 >7^-7')V ( FW) Sr«fO # +*MI««4 0 214. 
g7-K^l Py^v hO-3^4 Ur-F#l pop 
DUt^^fciO (IP-in-I P'e&Wfctf)) 
4«HI*3<J:lX. FW, SD, SP^^SSrfld. 

[0 14 5] y-Kte. ^jryh^yhy-?^^ 
y^<y hO I P^v^tJtJiMPLS^y^Offifg*^ 

[0 146] 4i\ *? y^-7x-^SP4 
0 lrtOFW^SgLTh^yUffiPSr^-rS* <X 

4 «y^«4 oog*Tb^*^asPk:itt*aj*4 

- 7 x — -X & ^ »y h S: ft fi-th . y I^Jr b L T Bt 
x'Jf-f 7o*7t ( SP) 4 0 6 5r^t?tf*. h> 

-y;x> h yoUte/tiry bco^^n— H(:r7yxL 

^ixS:^4 ?f*SP4 0 OilLWa 'Jf^ 3^3 
^y^7x-X4 0 3li SAf7 / OU?7?X> 
^a'JfO^vt ( SP ) 4 06W 7 h£4- 
[0147] 4-^X4 ^yf-4 0 5t±. 5<;^4 -y^ 

( S P ) 4 0 6 ^y^ 7M:7t7- 6 . 

[0148] -fe^fxU-r^rn-fe 7t (SP) 406t 
y^>y h05t3l07^^^ 'y^Sr^K^rt. ^7 
7 e L 7 ^ ^ >y 7 X > b U * CO S A 9 ^ HI #^ 

LTA7 7 btBMWfc»Mk, SA7<;HiS:#RSLT 

^^y hO^Il07^^^7^xyhU^#H3LT, h 
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[0 1 4 93 — ;6\ y-Yifi^y hZ*-y YV—9A 
V9-y 3.-X^AQ l*^SfiL^^. J^-yY 

[ 0 1 5 03 t-f. ^M<0y</l-X9 7^?:^77t 

eu * a Tfrt-mtf . ^a'jf-if-^-^ (s 

D) £#g&U SAffi«fc J: Ifll&S*--** 

ro-fe (SP) 406 £&5£U£f£. a«7^^ 

^^T^rJ-Wltf . ,1 <07</Mi£ h b izM^y^JU 
Xj -yi-yflzX *)ii*r ••/ h&eS&t*. SA7^T 
£>il«\ y^-yhi. X4 0 0 £31 LT-te* a. 

U-f-f^fla^ y^-7x-X4 0 3(CiHfif&. -fe^A 
y-r-fJGflH ^-7i-^4 0 3li, SAJB^A-.* 
^-y^xyh'JSr#B^LT. 4 — -y-7-4 0 5igl£ 
X'Wrfcco-t* a U -r -< TD-fe >vt (SP) 4 0 6 

[01513 -f — tf\X-f -yf-4 0 5i±s yf- 
•y rtt£ tfO/t-Jr -y h SrS<f-r ^, t „ ftm^y^VX 9 -y 

h y Lxmfen** * y f- -f rot -y -f 

(SP) 4 0 6fc^7hS:7*7-W. 7^;kx 
X-f y*blX®ti?t&. 

[0 1 5 23 Wa'Jf'fT'Otyt ( SP) 4 0 6T' 
f 2 , / n* ^ -y h <05feSl<7) 7^W?7?xyM)5:^77 

f&CD^o-K (=Bt-§-fkM<^PDU) Sr./— KiCjI 
y^.y h2r I PgjUts MPLS^-yftftXtt'**"/ 

YZy^xj ■y^-y^-rs. 

[0 1 5 33 JjJLh. ±&Lfzmmmiz£ti\i£, l o<0 

p^r-fe/WfcbSWi, mplscolspt 

L S-fe^f * y T -< WfefctW- & i i: **T*£ h . 
[0 1 543 **:. hy^-;Uc7)A , 5P'C'MPLStf07'<. 

V>&m\ I P^r-fe/Wt^^-icJt^T^r-fe 

f-^comaSr 2 0*^1 ®<£ffit>-tZ btfX-% h . 

[ 0 1 5 53 V-i ^3^-y')^2mm.-thtsmti i ti: 

<^ro. mmitz^h/u-^comu^mMX'th. 

[0 1 5 63 &tz, ^**V ; T4$mtf-£mX'fohz\b 
ink-fS Ay *jl>b. -fe^i Vr<%!Mtf&mx%:^y 

b jm*Ht>** -y YnWMitt&btch . 
[0 1 5 73 **:, /'-F#Wt3J'iy-7 h$:Bf#-ft: 

Lxmm-thm^ut. ^iyt-fTVyx-ygv 



ZbZ*tyy7Z*yi>zL. 7-WMPLSA77 

him^itLx&mt&nteicte. 7^^7?«t 

flfcO y ^)VX 9 -y ^ x v Y V X'fc h Z. b tifrt 7 y 
*y\Z~$h. ZtllzX^X. MPLSA't7htW't 
3^7- -y h cmm^^tLXM PLS^^-y hb LX 

vPNhy^;Ht7^-^ -yf-^-r^i t^*nrtg 

[0 1 58 3 SA9<;H1*#B1LT. 7<;HI 
tfm%2>J*7-'y b«» i flrft«frf*fta7 , o-b -y ■^•C'M?'J*!i 
aSr1T3J:dKLfc<0-C, h5b -y 

*imb%b. 

[01593 $ hiz, m^wmyv* ■vvwwukn* 
•y hims-vftizft&itr, h r 7-9mzv&§-ik 
y^-yhtiims-Yb mm-? hz.b tm& b%&titb. 

tfflmbKZ. 

[0 1 60 3 ttz. ffi^fflHy- KT*ti> J^f -v hSri«# 

^ir v yig&lz It b'f) J — Y \zj >y h £ y * y - Hf l> * l 
<7)^. *i-T^T 7</MB£#l!S-f S i i: ± 

[01613 

io«y-K*n p^r-fe;Hk*>^)V^i. mplsol 

S PT^ia^ix&ftia^VP N S:^— S^&T 
*> . MPLS^i'Jf-f hi" h Z. b tfiX' 

[01623 ±fc, »»?i3tce«<?5»wt:iiitr, * 
a y f - asaa^esiTft &zt s a ^^^offl 

^ v. i ^ (c t/i«D-C\ Bt^-^s-^- -y b bim^tmr v 

[0 1 633 4^. CEWOfHBKifUjT. M 

PLSA77hi:Wt3A'y-7 b<7)M^rSrBf#-fbtT 
MPL S^^y <yhi:LTVPNh >A-)V±X'y^)VX-{ 

•y^vy^rhzb imw®z& h . 

[0 1 643 ft««5^tat!JW^^J;ixtf s S 

A7^HtSr#SlLT . y^ivmtWZh^-T-'y Y\iM 
=ar4Hff*aa7*n-fe •y-t-C-M^SS-fia J: 5 tcL^O 
T% h^t •y^^m^^V^^fcMyiJ^SaSrfi 1 *?^^ 

[0 1 65 3 itz. ft&m6£.im<7>¥ttyiz£tltt. * 
•yYV-9 mzV&W ^-tr vY9ms-Yb «8W 6 - 
t tf°ttfclz tthtztb, x-tr-y y'lVij^o y V * y/;^ 

[0 1 66 3 * fc , If ISIR 1 1 Rtf 1 2 C8S«OJH3fc: 
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[HI] locoy-F^I P^7 c -feMLTloJai:^)V 
4. 

[02] I P*r^/NkK:J:*Bi#-ft»aSrfirdVPN 

[04] MPLS*ffll^Bf^b*aaS:ff'5VRNO— 
[05] IP^7f7-?tMPLS^7b7^t^ 
[06] IP, MPLS«ffl^T*OV^itA>Sr3!»?i"S 
[07] VPNX7y>-^^> I P^7htS«L 
[08] *SBt»»^)VPNXy^l^-^3ii«. MPLS 

[09] Bfffflffla 1 ««S:Iitl>^7n-f 

[010] a#Mjrai^»JW*K B ^4fe»^^ a - 
[011] Bi^^2co»jH*KB^4fc«>^)7o-- 
[012] a-g-fi0«H2O!**BS:K?8'f-4fc*>O7n— 
[01 3] ^MStfflv^<il)-fe^ 'J f >f f-? 
[014] *|SBS»SSfc*5^4 V P N h >*;^_h£3£i* 

?fLl)>'^7b^A , ir7 b:7*— V*y h tS^BTC* 

[015] 07*^01 2fc5rf f-Y— 
[016] *^»»T'fflV^ii^Bf^^iy-HO« 

[017] -^mtmmxm^hixh^r^my-Y^ 



[018] IPSECy-h7x^f (IPSEC-G 
W) KJ:4 I PSEC«ia^ftffl^S:^tllT&S* 
[019] I PSECfflcOSA5|ii:Sl^t^**S 
I SAKMP (Internet Security Association and Ke 

y Management Protocol ) £5jr?-0T*$>l> ♦ 
[02 0] h^yXTK-b^-Kh 

{Sat. KK/Bf^ft«Hi5rraTfc4. 
[02 1 ] AH (Authentication Header ) OflKaS:^ 

[02 2] ESP (Encapsulating Security Payload) 

(Tmm^^tmx'hh . 



El, 
R 1 , 
SP 1 

sw- 

1 00 
1 0 1 
1 0 2 
1 03 
1 04 
1 05 
1 06 
1 0 7 

1 08 
200 
20 1 

2 0 2 
2 03 
204 
20 5 
206 
2 0 7 
2 08 

2 0 9 



E 2-VPNX7 i/)V—-? (Bf^HfrP 
R2-7^X-f 'y f-X >y S^P— $\ 
, SP2-^a'Jf >f7 0 nt7t, 

L2^-y*\ 
i/'jU-N^y^,. 
L3^y*\ 
L4^y^\ 

TTLb'7 h 
I P/MPL S^v^ 



•feJfaiJf'ff-^-X (SD) s 
flHWtffl-fe* a'Jf^JKy S'-SBE*. 



awta-ir* i'jf^'J 

I P/MPLSA77b7^7-f^ 



[02] 



[013] 



-®— ® — © — 0 — ©-s 

R1 , R2 : 7 ^Vl/X < 7 ?•! y vVP- * 

E1, E2:M<b^-* 
A :isp<d^-£ 



K4*tbn 






SPI 




















100 


ESP/A1/K1 


E2 






200 


ESP/A2/K2 
















AS 







(15) #1320 0 1-784 9 (P2 0 0 1-7 8U 



(a) 



(b) 







[ 


01 ] 




100 


101 

\ 


102 

\ 


103 104 

I I 


L2 

Header 


Shim 
Header 


L3 

Header 


L4 

Header 





[05] 



VPN-IPitf'tMfc 



105 106 107 108 



Label 

(20bit) 


Exp 




TTL 
(Bolt) 



Label : Label Value, 2 Obi is 
Exp : Experimental Use, 3blts 
S : Bottom of Stack, 1bit 
TTL : Time to Live, 8blts 

1. Label Value 

2. Experimental Use 
Experimental UseT**J, 

3. Bottom of Stack (S) 

Label Stack0ft&0>Entry(Bottom Label Stack) O*^, 

"i" tntt-c 

Bottom Label Stack"? frtttitf. V 

4. Time to Live (TTL) 
TTL $ Encode "J" & 



[03] 




VPN-MPLS LSP 

R1, R2, R3 : ys%MvtW*r+ 
El, E2, E3:B»#<t*-* 
A, BllSPVt*-* 



|SP1 | |SP2| 



| SP2 



SP1 



Labe*=s1 



Label -a1 2 



L3-PDU 



mi 



Label "=81 


Label=s1 


Seq. Num. 


Seq. Num. 


J_abel— a12: 


;Labei— a12! 






Auth. 


Aulh. 



17 



EM 



R1 



E2 



(2)/ 



(5) 



L3-PDU -* Label=a11 



For prefix— P1 



L3-PDU 



R1. R2:7^-f7fl7*»-* 

El. E2 : m^nt*-* 

SPi, SP2: -fe*»y?-f ^n-fevfr 

SW: 5A*iW< ? f 



L3-Header 



Label=8l 



Seq. Num. 



iabel=al2 



^Spdu^ 



DU^y, 



Auth. 



L3*Header 



Label=s1 



Seq. Num. 
-r r r r r~v 



*al2, 



;Label 



Auth. 



*Q0> (1 1) 

Label=a13 H L3-PPU I 



L3-PDU 



a1j: prefix PlSg^'-ou 
a2j : prefix P252^^c^ 
s1 : SPI^'^ 




E2 




R2 



P1 
P2 




E3 




R3 



P3 
P4 



[02 1 ] 



32b it 



8bit 



&*7»'- || *'<P-h*g [[""Reserved 



SPI 



SI&--^(Rl*fi ) 



[06] 



[016] 




1 


S3 

t 


■*{S[H-FW ** 


Switch 

I 


— »4SP+FW 


* 
• 
• 


*-*|SP+FW 

^300 : 
MrHS> 


A»s«teS(iPA't7i') 




■*> SD+FW 


> SP+FW 



301 



—I— 



CPU 



Mem 



— 302 
303 

Pimm. 
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[04] 



SP2 J 




For preflx«=P1 



R1, R2 : "y^<iV7^< yT-X-y VK>-$ 

E1, E2:rt^fk^-^ 

SP1, SP2: t*2Ur^at7lf 



Seq. Num. 

%J * T 9 J > J" t 

Jjabet«a12< 



- - - - ■* 



Auth. 



Seq. Num. 



Auth. 



L3-PDU | 



ai| : prefix Pif&T^u 
a2j : prefix 

si : spi^ ^ 



[07] 



[08] 



S10 




T f 



( a" fry h gf5teg(MPLSA* fryhj ) 



Lo : -uc»«r* 



S22 



YES 



P€a»0IPlE^ 

r— — 
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